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Introduction

This is the third full live series for this unit of the IAL IT. The first was in 2019, with years 2020, 2021,
and 2022 being disrupted due to Covid19. The 2023 series was the first after Covid19.

Interpreting words used in the questions

The command taxonomy, available in the specification appendix 6, details the requirements for
responses to both the command word explain and the command word describe. These command
words are most often seen in questions worth two marks. One mark is for a statement. The second
mark is for a development of that statement (describe) or a justification of that statement (explain).
The statement and the expansion must be linked and make sense together.

Responses were often seen for these questions that could only be awarded a single mark, as the
development or justification was missing. The mark schemes for Q03b and Q06b demonstrates
patterns for responses to an explain question that achieve both marks.

In some questions, the command word describe is used where the response is a description of a
process. These questions may be worth more than two marks. Each mark is a step in the process.

The words used in the questions should help students identify what is required in the response.
There is a difference between characteristics (what something is), functionality (what it does),
affordability (what it allows you to do), and its benefits or drawbacks (why you would/would not use
it). Q02c asks for two benefits of using VMs, rather than what a VM is.

Subject-specific terminology

Across all the questions, there was a tendency to omit the use of subject-specific terms or to confuse
some words with others. Responses often were general and high-level where the use of a subject-
specific term would have more clearly demonstrated knowledge and understanding.

Subject-specific notation
There were no questions in this paper that required drawing from scratch. However, the wording of
the questions set out the exact requirements for completing the diagrams.

Essays

Essays are marked using levels-based mark schemes. The contents and information provided in the
essays should be technically accurate. The length of the essay is not necessarily related to the
awarded mark. For all essays, it is possible to achieve full marks using no more than the space
provided in the question paper. Long, rambling essays that include vague or inaccurate information
are awarded no more marks than shorter, accurate, and more concise essays.



QO1ai

This is the first of two questions asking about storing data in the cloud.

Accessibility through an Internet connection and use as a backup of local secondary storage were
most frequently seen by examiners.

Some responses lacked clarity, giving the impression that cloud storage was limitless, required no
physical storage space, and is more secure than local storage.

1 There are many technologies available to store, protect and process data.
(a) Data can be stored in the cloud.

() Explain one reason to store data in the cloud.

(2)
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1 There are many technologies available to store, protect and process data.
(a) Data can be stored in the cloud.

(i) Explain one reason to store data in the cloud.

(2)
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1 There are many technologies available to store, protect and process data.

(a) Data can be stored In the cloud,

(i) Explain one reason to store data in the cloud.
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1 There are many technologies available to store, protect and process data.
(a) Data can be stored in the cloud.

(i) Explain one reason to store data in the cloud.
(2)
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QO1aii

This is the second of two questions asking about storing data in the cloud.

This question required an explanation of one way that it is secured. Firewalls and encryption are
given in the question, so are not awarded as responses.

(i) Data stored in the cloud may be protected by firewalls and encryption. 2 marks

;

Explain one other way that cloud storage is secured
(2)

DR K MY namt ) JaSsword AN UOW ) do TN\ wfevs

(i) Data stored in the cloud may be protected by firewalls and encryption. 1 mark

0

Explain one other way that cloud storage is secured
(2)
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(i) Data stored in the cloud may be protected by firewalls and encryption. 1 mark

0

Explain one other way that cloud storage is secured
(2)
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(i) Data stored in the cloud may be protected by firewalls and encryption.

Explain one other way that cloud storage is secured
(2)
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QO1bi

This is question is about the distinction between valid and inaccurate data.

The question requires responses that explain why it can be both valid and inaccurate. When data is
valid, it meets the requirements to be processed, e.g. it is the correct format. When data is
accurate, it is truthful.

Some responses focused on misinterpreting the format, e.g. mm-dd or dd-mm. To be valid, it does
not matter how the human interprets it. The inputted data fits the format, so the code behind the
form will process it. The date is valid.

On the other hand, to be accurate, the inputted date must represent the real birthdate of the person
entering it. The inputted date could be false for many reasons, including the user lying, the user
entering day for month, or vice versa. To be inaccurate, the human must be involved.

(b) Data is entered into and processed using online forms.
(i) Here is a date of birth entered into an online form.,
05-05-2010

Explain how this date of birth can be both valid and inaccurate.
(2)
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(b) Data is entered into and processed using online forms.
(i) Here is a date of birth entered into an online form.
05-05-2010

Explain how this date of birth can be both valid and inaccurate.
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(b) Data is entered into and processed using online forms.
(i) Here Is a date of birth entered into an online form.
05-05-2010

Explain how this date of birth can be both valid and inaccurate,
(2)
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(b) Data is entered into and processed using online forms.
(i) Here is a date of birth entered into an online form.
05-05-2010

Explain how this date of birth can be both valid and inaccurate.
(2)




QO1bii
This question asks about the different validation methods used to ensure inputted data is fit to be
processed.

Examiners saw many good responses to this question, using accurate subject-specific terminology.

Some responses attempted to describe a range check on the name field. However, a few were not
clear that it was the length of the name being checked.

/

(ii) A studentis registering at a tutoring website for AS- and A-Level subjects.

Figure 1 shows part of the web page for registration.

Name (Max 25) | Wajia Wilson

@ AS-Level

| Programme of study O A-Level

ssssssssnnas

Password (Required)

| Subjct

Postcode | NJ7 2RX

| Creditcard number [1234123412341234 |

Figure 1

Complete the table to identify the type of validation required for each inp

item.

Use each type of validation only once.

ut .H

(6)

Name Lenstt, Checle

Password MF—M Prosence ochock
Programme of study Loockup oksck

Subject List Checl

Credit card number Checle digi4

Postcode Fermet Check

10




Complete the table to identify the type of validation required for each input

item.
Use each type of validation only once.

(6)

Name

\n._quldt-
Password Pion e el
Programme of study W NDewpe ek
Subject \ox  cedk

. l*

Credit card number et )

g . w
Postcode ek

Complete the table to identify the type of validation required for each inp

ut ‘
item,
Use each type of validation only once.

(6)

Name Rarge check

Password Peeante Oneck

Programme of study Lisd chece

Subject iy e ~ = 78 Lookup cck
Credit card number 0 chetk du\'%{t

Postcode ValidaXon chockr [ wALgnR

11



Complete the table to identify the type of validation required for each input -
Use each type of validation only once.

" (6)

Name Len e’ﬂ-
Password Pr es;ncc
Programme of study Prescnce
Subject Pnsmcc.
Credit card number Lu\Aﬂn
Postcode Format

12



Q02a

Examiners saw many good responses to this question, using subject-specific terminology.

However, they also saw physical and switch for the first cell. Medical was seen for the second cell.

Audio, in the third cell, was rarely missed. Examiners also saw GPS, navigation, and augmented
reality for the last cell.

A few responses demonstrated confusion between the type of human computer interaction and
what the technicians might use the devices for. These included descriptions such as monitor
heartbeats and find locations.

2 Ambulance technicians undertake many different types of training.

(a) The ambulance technicians can interact with devices in different ways.

Complete the table to give the type of human computer interaction shown in
each image.

Image Type of human computer interaction

13
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Q02b

This question required a description of how augmented reality could be applied in the process of
CPR. A description of the CPR process was provided in the question.

Many responses were awarded one mark for a way that augmented reality could help the
technicians in the CPR training, such as showing a placement of hands. However, these responses
often failed to achieve the second mark because they lacked the connection to augmented reality,
such as wearing a heads-up display visor.

Responses that described benefits of using augmented reality in CPR training were awarded no
marks.

(b) One type of training is for cardiopulmonary resuscitation (CPR).
CPRis a procedure used when a person stops breathing or their heart stops.
CPR forces blood and oxygen to keep flowing through the body.

Figure 2 shows CPR training using a dummy.

Figure 2

Look at Figure 2 and consider how augmented reality could be used in the
training.

16



E;slf:tt:;:;.g v::gr:h:ftf:;?vn;ented reality could be used during CPR training to @
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Describe one way that augmented reality could be used during CPR training to @

make training more effective.
(2)

ﬁugmch—ch recliby could nelp. Yy shos
B QLH,;& hoard Wma@/ be _ﬁ[aue/w‘f

\ O/Rer. }v o\o CPR'

Describe one way that augmented reality could be used during CPR training to @

make training more effective.
. i (2)

w ............ il uk eosdud _pans Binvoaddl
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Q02¢

This question required applying the benefits of VMs to a context.

Some responses failed to contextualise the statements in terms of the training provider. Other
responses gave benefits of automating the training, e.g. marking MCQ quizzes, rather than using a
virtual machine to deliver the training.

A few responses confused virtual machines with virtual reality.

(c) The training provider allows the ambulance technicians to stay at home to learn

the theory parts of the course. The technicians log onto virtual machines to read
the theory materials and answer multiple-choice quizzes.
Give two benefits to the training provider of using a virtual machine to deliver
online training.
(2)
1..Nivtual machmes ave _highly smlable and..o@n. be odded v ...
..vemeved . as_the Ivawning. Provider . FOGMINOS o it

2. The ftraimng. previder. need not puschese anotherw. device bul .

1he
_0on. maeke. maximum wse of the euvwent. deviee..as., vixiual mechme
e emulate anothew device.

(c) The training provider allows the ambulance technicians to stay at home to learn

the theory parts of the course. The technicians log onto virtual machines to read

the theory materials and answer multiple-choice quizzes.
Give two benefits to the training provider of using a virtual machine to deliver

online training.

(2)
1 The tning poud & @n tayly Sele th amowt o

Urhal aachivy ay e by g kchaian jaceasr

2 Tthoidas ooy by bt a do ched w Xdy on on offm)
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(c) The training provider allows the ambulance technicians to stay at home to learn |
the theory parts of the course. The technicians log onto virtual machines to read

the theory materials and answer multiple-choice quizzes.
Give two benefits to the training provider of using a virtual machine to deliver

online training.

(2)
(e-level virhialisublon o pe

I, - ='e n@efgle)ﬂb\l'ty and leabwlnby
2 FoH iso\qﬁon o\nd hence moce. seeer s

19



Q02d

This question asked for a mapping between descriptions of situations and the type of artificial
intelligence used in that situation.

Examiners saw many very good responses, using subject-specific terminology. The question gave
the set of subject-specific terms to be placed into the cells. However, some responses repeated
words from the description of the situation in the left column.

(d) Speech recognition, natural language processing and expert systems are types of
artificial intelligence.

Complete the table to name which one of these types of artificial intelligence is
used in each situation.

Situation Type of artificial intelligence

Technicians use voice-operated devices to give
the location of an incident.

Technicians wear bodycams that record incidents.
A computer program transcribes the audio to a
text document before it is stored on a server.

Technicians supply the symptoms of a patient to
a computer program. The program diagnoses a
heart attack.

Technicians attend a conference at the end of
their training. Transcripts of panel discussions are
produced by a computer program.

Technicians input an image of a spider to a
computer program. The program indicates that
the spider is venomous.

Technicians use a computer program to
communicate with patients who do not speak
English.

20



Technicians use voice-operated devices to give
the location of an incident.

g'?w(p" 7&05‘\:\\';0“

4 marks

Technicians wear bodycams that record incidents.
A computer program transcribes the audio to a
text document before it is stored on a server.

%Yo,uj\ ru@\'&ion ~—

\

Technicians supply the symptoms of a patient to
a computer program, The program diagnoses a
heart attack.

E’I\YUJ’ %ab’fqm

Technicians attend a conference at the end of
their training. Transcripts of panel discussions are
produced by a computer program.

Nadvell ‘u%v%o,

Technicians input an image of a spider to a
computer program. The program indicates that
the spider is venomous.

EM.YUA’ t&s\“em

Technicians use a computer program to
communicate with patients who do not speak
English.

\J\&UY‘AQ« \q"é”"de’

? Yogué,'w‘

21



the location of an incident.

Technicians use voice-operated devices to give —_—

speedn veconition

Technicians wear bodycams that record incidents.
A computer program transcribes the audio to a
text document before it is stored on a server.

Fl

)

Technicians su;;ply the symptoms of a patient to
a computer program. The program dlagnoses-a
heart attack.

Technicians attend a cor;fefence at the end of
their training. Transcripts of parel discussions are
produced by a computer program, f

ho.ku.xcd \Qf\cau_gae_. |

Pm g

Technicians input an image of a spider to a
computer program. The program indicates that
the spider is venomous.

exper+ %\G%N-an

Technicians use a computer program to
communicate with patients who do not speak
English.

Speech *eco%vﬁ\ion

22



Technicians use voice-operated devices to give
the location of an incident.

Hdis idilos.

0 marks

Technicians wear bodycams that record incidents,
A computer program transcribes the audio to a
text document before it is stored on a server.

17
Jukeo 2

@ 41

Technicians supply the symptoms of a patient to
a computer program. The program diagnoses a
heart attack.

%M‘-
L

Technicians attend a conference at the end of
their training. Transcripts of panel discussions are
produced by a computer program.

Technicians input an image of a spider to a
computer program. The program indicates that
the spider is venomous.

MMH

Technicians use a computer program to
communicate with patients who do not speak
English,

Tasdoo
%/}1

23



Q03a

The question requires reasons for using data replication. Definitions of data replication were not
awarded marks.

Many responses included the notion of using one database site as a source for restoring data after
some form of loss. Other responses included the idea that replication promoted consistency of data
across sites.

3 A retailer uses a database management system (DBMS) to manage employees,

customers, orders and deliveries,
(a) The database is distributed across locations.
The distributed database management system uses data replication.

Give two reasons for using data replication.

2 Quees  con be licecke L 4o M vearest  macine o dala
s §'*0'¢J'iﬁfc as. wel.  Sn. . less . (ﬂ‘ffﬂu&“ S

3 Aretailer uses a database management system (DBMS) to manage employees,
customers, orders and deliveries.

(a) The database is distributed across locations.
The distributed database management system uses data replication, @
Give two reasons for using data replication.
(2)

1 Aﬂj _thange .40.0?'__'_ b 4 dababuse Ly Should
be “done Yo7 othe dutubases  as  well

e C\a}‘u v .
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3 Aretailer uses a database management system (DBMS) to manage employees,
customers, orders and deliveries.

(a) The database is distributed across locations. @
The distributed database management system uses data replication.

Give two reasons for using data replication.

1. A5 datva it be  eresed when Eeaéfﬂj_.._e_creﬁ.....!9#9,4.*9%._ G e LSRR

(2)
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Q03b

This question asked about using a database to provide a delivery driver's note. It required
contextualised responses.

Many responses were awarded one mark for identifying that a query was required or that fields
from the tables were used. Few responses were awarded both marks for a linked description.

Responses that described the relationships between the tables, using keys, were not awarded.

(b) Drivers deliver orders to customers. Urivees 5 tustomers
The database has a customer table and an order table.
e —— ———
Describe how the information needed to produce a delivery note for the driver

can be generated from the database.
(2)

You._can  include  (ustome( nome Customer addwess . outlomer

telepnene no  Rom cystome, tabie ond user  ordec ID from

orde: table aleng ath elauont Customeer TD, A quey  copn

be used to  mate  this note

(b) Drivers deliver orders to customers.
The database has a customer table and an order table.
Describe how the information needed to produce a delivery note for the driver

can be generated from the database.
i ‘ (2)

Customec_ TD and customer _ Newme can  be

oxhacked  Trom e custome,  tdble,

,,.Q.r &'r._..,__'f D MA or Cs)’ ‘. hame"‘“"b‘ é»f*’ﬂf"‘p .
from twe  erder  tabte

{(b) Drivers deliver orders to customers.
The database has a customer table and an order table.

Describe how the information needed to produce a delivery note for the driver
can be generated from the database.
(2)

e twd kables  (an be  Ttated, by using ONe Primary Key ANd making

ik as e freign  Key of the  other 4ape. This Wil able to knaw

Cdne  (ustamers  Whe  ovdeved and  Cend tyem o YVINEY:
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Q03¢

This question asks about the data dictionary that would underpin the design of a database table.

Examiners saw many good responses that used subject-specific terminology.

Recurring incorrect responses included failing to identify emplD as a primary key, the lastName field

length being too short, and phone numbers stored as numbers rather than text.

Auto-number was awarded where it appeared instead of an integer for emplD. However, an auto-
number field is not automatically a primary key. Therefore, auto-number was not awarded in the

comment column for emplD.

7~

(c) Figure 3 shows part of a completed form for a new employee.

Office use only ID: 9876543
Last name Schreck

Telephone 0426452774 Date of birth 18-05-1990

Do you drive? (y/n) Y
Accident free (whole years) 8
Figure 3

emplD

N umber
lastName b be
phone NW' b‘C’

dob Da{;e
drive TY“G oﬂ-ﬁ!k(

accidentFree N an

Complete the data dictionary for the employee part of the database.
Employee IDs are automatically allocated sequentially.

Telephone numbers use the standard format shown.

27



Complete the data dictionary for the employee part of the database.
Employee IDs are automatically allocated sequentially.

Telephone numbers use the standard format shown.

emplD Lexk

lastName o Yes
phone Nueoes

dob MQ\ ¢ ’

drive VYes [no

accidentfree numbec

28



Complete the data dictionary for the employee part of the database.
Employee IDs are automatically allocated sequentially.

Telephone numbers use the standard format shown.

(6)

- Vi
lastName Texk Yes
pove | Tnteqer

dob Date

drive Y /N

accidentFree b Yer

NNNNNN N

29



Q04a

This question asked about training a machine learning algorithm.

Many responses were awarded one mark for identification of supervised learning, although some

failed to use that subject-specific terminology.

Responses that were not awarded the second mark, usually lacked an indication of how the learning

impacted future decisions.

Responses that were awarded no marks, usually described procedural steps, such as validation,
rather than machine learning.

A machine learning algorithm determines if the application should be rejected,
approved or investigated further.

Describe how the machine learning algorithm can be trained to identify the
outcome of each application.

Leovning pnase: (tnat we wour) =
we can \hpuf Aottt ceTs” into a mochineg whith

e — P e e
featwe otovs  to identify The gwitomes

vy eatn appliotion.

4 Afinancial institution provides credit.cards.—
(a) Applicants for credit cards complete an online form.

wmk.cs all the wwatel owd «!’Vtkes sut Poa'/-urc'w”
‘/’d’"‘iﬂwwim we,wf'u'vw\ mve»‘)wm
VV\OLD‘N‘M m W\aumvmg lwm'wﬂ Woml Coun
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4 Afinancial institution provides credit cards.
(a) Applicants for credit cards complete an online form.

A machine learning algorithm determines if the application should be rejected,
approved or investigated further.

Describe how the machine learning algorithm can be trained to identify the
outcome of each application.

(2)
The  ororh @ logoa. . fhen ... COM o be . Gdl o
g N dato . sekb ... éot tesdainisg
opplical. e s oo At sl 7’5,#'090('{[«
coan... 1hen. /znclpaf'f&hx bttuween
succesifarl and ok supce sefull —odeor
opplications 1o pfec((‘ c+ e ocutro~e

0/ /U\'/hr(’ qu/, [07[;0\"\)’.

4 A financial institution provides credit cards.
(a) Applicants for credit cards complete an online form,
A machine learning algorithm determines if the application should be rejected,
approved or Investigated further. :

Husetibe Heaw tHe maeRiRE [BardiHg slgEi R eaH B bialied a0 deiiify ihe
outcome of each application.

(2)
The ymachine. \Qaum\wa olqov\\%m 1o ddennafy
Hw,owk%ﬁ\e_ of _foda application. M .
%u..PQJ" \S .
-\ma.nma;; 2200 Lo m% _tohere ,ogl%or'v\-.\guns .OXe,
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4 A financial institution provides credit cards.
(a) Applicants for credit cards complete an online form.

A machine learning algorithm determines if the application should be rejected,
approved or investigated further.

Describe how the machine learning algorithm can be trained to identify the
outcome of each application.
(2)

and pheck  wwekney tne  Bon 5 ComPeted . T So  aplaving. and

oot ik will yvelert oy mwill  inyestHgated Faptmey
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Q04b

The short essay question asks for a discussion of obtaining, storing, and using Big Data in the context
of a financial institution.

A range of marks was awarded for this essay question. Marks were awarded in all three levels-based
mark scheme bands.

Essays awarded marks in Level 3 demonstrated good knowledge and understanding of Big Data and
were able to apply that in the context of a financial institution.

33



b

\
(b) Financial institutions use Big Data to make decisions.

Discuss how a financial institution could obtain, store and use analytics on Big
Data.

(6)
The  nghtukion. . owid  oblun bry_dats  theough  cresit =

Card . Spending NS sing 1 S&SM’I&CM&
have . ocess e beak  cecords . contmining M detnils o
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(b) Financial institutions use Big Data to make decisions.

Discuss how a financial institution could obtain, store and use analytics on Big
Data.
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Q04c

This question required completion of an information flow diagram.

The majority of responses was awarded marks for naming the entities in the boxes. Some responses
acknowledged that the sort code and bank account of two entities were involved. Many responses
did not clearly indicate if the movement of funds were a credit or a debit.

There were a few responses which attempted to describe the processes, e.g. actions, that each
entity undertook. The question identifies the diagram as an information flow diagram, requiring
destinations and information.
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(c) A customer pays the balance of a credit card account using Bacs Payment
Schemes.

Figure 4 shows a credit card account statement.

The full balance must be paid.

XYZ Bank
Credit card account
Robin Redmond
120 Leeming Street, Tidchester TD1 5WP
Account number Sort code Statement date
12345678 12-34-56 01 August 2018 to 31 August 2018
Date Description Spend Payment Balance
01 Aug 2018 | Opening 783.35
Total spend 456.12
Total payments 783.35
31 Aug 18 Closing balance 456.12

Bacs payments: Account number 99875234 Sort code 17-18-19

Figure 4
The payment transfer takes up to three full days.

The transfer involves three different banks: the customer’s bank, the credit card
company’s bank and a clearing bank.

The clearing bank acts as a go between. It needs one day for its own internal
processing.

The customer needs to pay the credit card company the balance owed.

Complete the information flow diagram to show the destinations and information
flows for the payment transfer.
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Q05

The long essay question asks for an evaluation of an MIS system in the context of a college.

A range of marks was awarded for this essay question. Marks were awarded in all three levels-based

mark scheme bands.

Responses awarded in Level 3 were in the context of the college and considered benefits and
drawbacks of using an MIS for a variety of functions.

While it is a good idea to use the bullets to guide writing the essay response, it is not necessary to
address every bullet with a benefit and a drawback. In some scenarios, there may be a very clear
benefit and no clear drawback, or vice versa. Trying to find one can lead to inclusion of vague or
inaccurate information.

5 A college has 4,000 students and 250 members of staff.
College staff are full-time or part-time employees. Some staff are trained in first aid.
Students are required to register for each class. Attendance is monitored closely.

The college has a library. An annual project reports on library stock, usage and
spending.

The college cafeteria sells snacks and meals. An ongoing project is monitoring and
ordering of supplies.

Evaluate the benefits and drawbacks for the college of using a management
information system (MIS).

You could consider:

« record keeping

- decision making

- project management

« issues of implementing a management information system (MIS).
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